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PASSWORD POLICY

2

Salt each password with 
a random string before 
storage 

Passwords must have 
more than 8 characters

Store the Hash of the 
password 

Do not allow 
dictionary words

Do not store 
password hints

Do not force 
passwords to expire

Use two factor 
authentication

Limit the number of 
incorrect authentication 

attempts allowed

Send passwords over 
an encrypted channel

Do not reuse passwords 
between accounts



OVERVIEW OF THE 
PROBLEM

 Advice on what a password 
policies should include is often 
contradictory. 

 Different organisations enforce 
different policies.

 How can we determine which 
password policies are good and 
which are bad?
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COLLECTION
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CATEGORIZING 
ADVICE
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CATEGORIZING ADVICE
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Category

Statements 
within the 
category



ADVICE STATEMENTS

Already we can see 
discrepancies in the advice 

given.
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PASSWORD REUSE

Alter and reuse passwords.

 Using a cross-site password guessing algorithm, 
Das et al. 2014 were able to guess approximately 
10% of non-identical password pairs in less than 10 
attempts.
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PHRASES
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Substitute symbols for letters

Warner 2010 showed simple 
character substitutions are weak.

Don’t use words

Shay et al. 2010 find the use of 
dictionary words and names are 
the most common strategies for 

creating passwords.



COMPOSITION

Enforce restrictions on 
characters

 The NIST 2017 guidelines 
was the only advice that 
disagreed with restrictions 
on characters. 
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EXPIRY

Change your password regularly.

 Research has show that the security benefits of 
expiry are minimal. [Zhang et al. 2010, Chiasson 
et al. 2015]
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COLLECTION

How can an organisation decide what advice is 
good and what advice is bad? 



VALUE OF A PASSWORD 
POLICY = BENEFITS OF 
THE POLICY – COSTS OF 
THE POLICY

QUANTIFYING THE VALUE 
OF A PASSWORD POLICY
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BENEFITS
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Online 
Guessing Theft Eavesdropping Social 

Engineering
Endpoint 

Compromise

Side Channel 
Attack

Phishing or 
Pharming

Assertion 
Manufacture or 

Modification
Duplication Offline 

Guessing



BENEFITS
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Benefits =
Probability of 
attack success 

without the policy.
_

Probability of 
attack success 
with the policy.

X

Loss as a 
result of a 
successful 

attack



COSTS
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COSTS
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Cost if user forgets password =  (Time taken for administrator to reset the passwords)(€Administrator wages) + 
(Time that user is locked out of their account)(€User wages)(U) + P[user abandons the site] *(€Profit per user)



BENEFITS – COST: COMPARE TWO PASSWORD POLICIES

NIST 2017 Password policy (Level 1)

 Length >8

 Blacklist compromised passwords

 Limit consecutive failed login attempts to 100

 Hash and Salt passwords

 Send messages over a protected channel

NIST 2003 Password policy (Level 1)

 No composition requirements

 The probability of successfully guessing the password 
should not exceed 1 in 1024 guesses.

 Passwords stored using reversible encryption or a 
one-way hash

 No requirement to block offline decryption by 
eavesdroppers.
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CONCLUSION
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Password advice  given is often 
contradictory. 

But organisations should be able to 
chose a policy which suits their 

situation. 

Our model allows organisations to 
determine what policy is best for them 
given their security and usability needs. 
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